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HNupopmanuoHHasi NAMATKA IS 00y4aI0LUXCs
IJISl pa3MeleHus Ha 0opuIUaIbLHOM calTe
MYHHUIIUIIAIBHOTO OI0IKETHOI0 0011e00PA30BaATEIbHOI0 YUPEKIeHUA
MYHUIIMTIAJBLHOT0 o0pa3oBanus ropoa Kpacuonap
OCHOBHAas 001Ieo0pa3oBaTeabHast mkoJga Ne 81
uMeHd 3amuTHUKOB [lamkoBcKkoi nepenpasbl

C KaxIpIM TOJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTBHCSA OoJiblle, a
IIKOJIBHUKM OJIHA W3 CaMbIX aKTUBHBIX Nosib3oBaTene PyHera. Mexny Ttew,
OMHMMO OI'POMHOTI'0 KOJINYECTBA BO3MOKHOCTEH, UHTEPHET HECET U MpoOIeMbl. DTa
naMsATKa JI0J>KHA IOMOYb Te0e 0e301acCHO HaXOAUThCS B CETH.

KommnerotepHbie BUPYCHI

KoMmbroTepHslid BUPYC - 3r0 Pa3HOBUAHOCTH KOMIIBIOTEPHBIX MPOrPaAMM,
OTIIMYUTEIBHON OCOOEHHOCTBIO KOTOPOM SIBIISIETCA CIIOCOOHOCTh K PAa3MHOXKEHUIO.
B nonosiHeHHE K 3TOMY, BUPYCHl MOTYT IOBPEIUTH WJIM MOJHOCTBIO YHUUYTOXKHUTH
Bce (paiibl U TaHHBIE, TOJAKOHTPOJIbHBIE MOJIH30BATEN0, OT UMEHH KOTOPOro Oblia
3alynieHa 3apa)K€HHas Iporpamma, a TakKe MOBPEAWTh WM JaXe YHHUYTOXHTh
OTEpaIlOHHYIO CUCTEMY CO BceMu (ailamu B 1enoM. B OGonbIIMHCTBE Cilydyaes
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MeTob! 3a1UThI OT BPEIOHOCHBIX MPOTPAMM:

1. Ucnonws3yii COBpEMEHHbIE OMNEPALMOHHBIE CUCTEMBI, HMEIOLINE
CEpbE3HBII YPOBEHB 3aLIUTHI OT BPEIOHOCHBIX IPOIPAMM;

2.  IlocrosHHO ycTaHaBiMBail HadyTH (UHU(POBBIE 3aIUIaTKU, KOTOPHIC
aBTOMATUYECKM YCTAaHABJIMBAIOTCS C LEJIbIO0 JOPabOTKM MPOTrpaMMbl) U JIpyrue
OOHOBJICHHS CBOEH oneparimoHHOM cucTeMbl. CkaurBai HX TOJIBKO C O(UIIHATIBHOTO
caifra pa3padorunka OC. Ecnu cyniecTByeT pexum aBTOMaTHUECKOro OOHOBJICHHUS,
BKJIFOYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEpPE TOJ[ MpPaBaMH MOJH30BATENS, a HE
aJIMUHUCTpATOpa. OTO HE TMO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX IPOTPaMM
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4.  Hcnonb3yl aHTUBUPYCHbIE MPOrPAMMHBIE TPOAYKTHl HM3BECTHBIX
MPOU3BOIMTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb GU3HUECKUH TOCTYN K KOMIBIOTEPY JJIsl HOCTOPOHHUX JIULL;



6. Hcnonp3yil BHEIIHME HOCHTENH HH(OpMAIMH, TakKue Kak (Quiemika,
JTUCK Uiy (Gaia U3 HHTEPHETA, TOIBKO U3 MTPOBEPEHHBIX HCTOYHUKOB;

7.  He oTkpbiBail KOMIIbIOTEpHBIE (Dailyibl, OJyYCHHbIE U3 HEHAJIEKHBIX
MCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpBIE MPUCIAT TBOW 3HAKOMBIN. Jlydllle yrouHu
y HEro, OTIIPaBJIsI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 3170 He BUJ niepeiauu TaHHBIX, HE TEXHOJIOTHS, @ BCETO JIMIIL OPEHI,
mapka. Eme B 1991 romy HuzaepiaHackas KOMIIAHUS 3aperucTpupoBaia OpeH
"WECA", uro o6o3nayano cinoBocoueranue "Wireless Fidelity", kotopsiii
MepeBOUTCS Kak "0ecrnpoBOHAsS TOYHOCTh".

Jlo Haiero BpeMeHu Joliia apyras ab0peBuaTypa, KoTopas sSBIISE€TCS TaKOU
Ke TexHoyiorue. Ito abbpeBmarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C
HaMEKOM Ha CTaHJapT Bbicuield 3ByKoBor TexHuku Hi-Fi, uTo B nepeBoje o3HayaeT
"BBICOKAsi TOYHOCTB'".

Ha, OecraTHbIM MHTEPHET-A0CTYN B Kade, OTENsAX U a’dpornopTax sBIAETCS
OTJINYHOM BO3MOKHOCTBIO BbIX0/1a B UHTEPHET. HO MHOTHE 3KCIIEPTHI CYUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30I1aCHBIMH.

CoBeTblI 10 0€30MaCHOCTH PA0OTHI B O0IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nepenaBail CBOIO JIMYHYIO MH(POPMAIMIO Yepe3 OOILIEAOCTYIHbIE
Wi-Fi cetn. Pabotas B HUX, KelaTeIbHO HE BBOAMUTH IMAPOIH JOCTYIIA, JOTHHBI U
KaKue- TO HOMepa;

2.  Hcnone3yit u OOHOBJISII aHTUBHUPYCHBIE MPOTPaMMBI U OpaHaMayep.
TeM cambIM Thl 00€30MacHuIllb ce0sl OT 3aKaUuKU BUpPYyca Ha TBOE YCTPOMUCTRO;

3. Ilpu ucnonw3oBanuu Wi-Fi otkmtoun Qyskiuio "OOmmilt goctyn K
daiinam u npuntepam". JlaHHas GyHKIMS 3aKphlTa MO YMOJYAaHHIO, OJIHAKO
HEKOTOpbIE M0JIb30BATEIN aKTUBUPYIOT €€ JIJIsl y100CTBa MCIOIb30BaHUsl B paboTe
Wi yueoe;

4, He ucnonp3yit nyomuuneii W1-F1 s nmepemaun JTUYHBIX JTaHHBIX,
HarpuMep ISl BBIXO/Ia B COLIMAIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

5.  Hcnonp3yi Tonbko 3ammineHHoe coenuHenue depes HTTPS, a ue
HTTP,

T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B moOunpHOM Tenedone oTkimoun ¢pynkmuto "Tloakmouenne k Wi-Fi
apToMarnuecku". He momyckail aBTOMaTH4e€CKOTO MOJKIIOUYEHUS YCTPOMCTBA K
cersim Wi-Fi 6e3 TBoero cormnacus.

CounanibHbie CETH

CouuanpHble CETH aKTUBHO BXOJST B HAIly XU3Hb, MHOTHE JIOU padOTaIOT
U KUBYT TaM MOCTOSIHHO, a B Facebook yxke 3apeructpupoBan MusuiMap/] 4enoBek,
YyTO SIBJIICTCS OJHOM CEeIbMOM BCEX JKUTEJIEH MiIaHeThl. MHOrue moJib30BaTeIu He
MOHUMAIOT, 4TO MHGOpPMAIIKS, Pa3MEIIEHHAs MU B COLIMAIBHBIX CETSAX, MOXKET ObITh



Haﬁz[eHa " HCIIOJIb30BaHA K€M YroaHo, B TOM 4YHUCJIC HC 00s13aTeNpLHO ¢ ONaruMu

HaMEPEHUSMU.

OCHOBHBIE COBETHI 110 OE€30MIACHOCTH B COLIMANIBHBIX CETSIX:

1.  Orpanuup cnucok apysed. Y TeOs B Jpy3bsiX HE JOJKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

2.  3ammumiail cBOIO YacTHYIO *u3Hb. He ykaswiBail maponu, TenedoHsl,
aznpeca, JaTy TBOETO pOXIEHUs U JIPYTYIO JUYHYIO

uH(pOPMAIIHIO.

37I0YMBIIIJIEHHUKU MOTYT HUCIIOJIb30BATh JaXKe MH(POPMALIMIO O TOM, KaK Thl U TBOU
POIUTENH IIJIAaHUPYETE IPOBECTU KAHUKYJIbI;

3. 3ammuiail cBOK pemyTalMio - JEpKU €€ B YMCTOTE U 3ajaBail cebe
BOIIPOC:
XO0Teq OBl ThI, YTOOBI APYTHE NOJb30BaTENN BUAECIIHU, YTO ThI 3arpy:xaeib? [logymaii,
MPEXJIe YEM UTO-TO OMyOJIMKOBATH, HAIIUCATD U 3arPy3UTh;

4.  Ecnu Thl TOBOpULIb C JIIOJbMH, KOTOPBIX HE 3HACIIb, HE HCIOJIb3YH
CBOE pEAbHOE UMS W APYTYIO0 JIMYHYIO MH(OpManuu: UMs, MECTO >KUTENIbCTBA,
MECTO y4eObl U IIPOoYEe;

5.  U36erait pasmemenus Gororpaduii B UHuTepHeTe, T11e Thl M300pakeH
Ha MECTHOCTH, 110 KOTOPOI MOKHO OIPEJIEIIUTh TBOE MECTOIOJIOKECHHE;
6. Ilpu perucrpanuu B COIMAIBHOM CETU HEOOXOAMMO HCIIOIH30BAThH

CJIO’KHBIE TTAPOJIH, COCTOSALIME U3 OYKB U LHU(]pP U ¢ KOJTMUYECTBOM 3HAKOB HE MEHEE
8,

/. Jlns coumanbHOM CE€TH, MOYTHl U JAPYIMX CaWTOB HEOOXOJUMO
MCIOJIB30BaTh pa3Hble mapoyn. Toraa eciu Tedsi B3INOMAIOT, TO 370YMBIILIEHHUKH
MOJIy4aT JTOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

DJIEKTPOHHBIC JICHBI'U

DNEeKTPOHHBIE JEHBIUW - 3TO OYEHb YJNOOHBIM CrOCO0 miiaTexeil, OJHaKo
CYILLECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTAT NOJIYYUTh 3TH JEHBIH.

DNEeKTPOHHBIE JEHBIU MOSIBUIMCH COBCEM HEABHO U KMEHHO M3-3a 3TOTO BO
MHOTHX TOCYyAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (PYyHKIIMOHHPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, Te
UX pa3JeisioT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3Huna B ToMm,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOJAUTH omepanuu 0e3
UJEHTU(UKALIMY TTOJIb30BATENs], @ B HEAHOHUMHBIX HJACHTU(PUKALNS TT0JIb30BATEINS
ABJIIETCS 0053aTENLHOM.

Taxxe cnemyer pas3nuyarh OSJEKTPOHHbIE (DUATHBIE JIEHBI'M (PaBHBI
rOCy/apCTBEHHBIM BajllOTaM) M D3JIEKTPOHHbIE HE(PHUATHBIC JACHBIU (HE paBHBI
rOCyAapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON PadOTE C NEKTPOHHBIMU JIEHbAMU:



1. TIlpuBsku K cueTy MOOWIBbHBIA TenedoH. DTO caMblil yIOOHBIN U
OBICTPBII CIOCOO BOCCTAHOBUTH IOCTYI K cueTy. IIpuBsizanHbIi TenedoH MOMOXKeT,
eclii 3a0yZelllb CBOW IUIATEXHBIM MapoJib WM 3aifJiellb Ha CalT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnonbe3yit oxHopaszoBble napoiu. llocine mepexona Ha yCHIEHHYIO
aBTOpHU3aLlMI0 TeOe yXe He OyJeT yrpokaThb ONAacHOCTb KpaXXu WM IepexBaTa
IIJJATEKHOTO MAPOJIS;

3. Bribepu crnoxunbriit mapons. [IpecTynuukam OyaeT HE MPOCTO yrajaaTh
CJIOKHBIM Maposib. HagexHple maposy - 3T0 Maposu, KOTOPbIE CONEPKAT HE MEHEE
8 3HaKOB M BKJIIOYAIOT B €051 CTPOYHBIE u MPOTHCHBIE OYKBBI, IIU(PPHI 1 HECKOJIBKO
CUMBOJIOB, TAaKH€ KaK 3HaK JoJuiapa, (hyHTa, BOCKIUIATEIbHBINA 3HAK u T.II.
Hanpumep, StROng!;;

4.  He BBOJM CBOM JINYHBIE TAHHBIE HAa CAliTaX, KOTOPHIM HE 10BEPSAECUIb.

DJIEKTPOHHAS MTOYTa

DJIEKTPOHHAS IOYTa - 3TO TEXHOJIOTHS U MPENOCTABISIEMBIE €10 YCIYTH I10
NEPECHUIKE U MOJYUYEHUIO JIEKTPOHHBIX COOOIIEHUN, KOTOPBIE PACIPEIEAIOTCS B
KOMIBIOTEpHOM ceTu. OOBIYHO HJIEKTPOHHBI MOYTOBBIA SIIUK BBITJISIUT
CJIEYIOIMM 00pa3oM: UMs_TOJb30BaTeNA(@UM_JoMeHa. Taxke KpoMe neperaduu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTh lepeaBaTh (ailiibl.

OCHOBHBIE COBETHI HO O€30ITaCHOM pabOTe C IIEKTPOHHOM MOYTOM:

1. Hanmo BbIOpaTh mpaBWIbHBIA MOYTOBBIM cepBUC. B HHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBHCOB, OAHAKO JIYUILIE JOBEPSIThH TEM,
KOTO 3HA€IIb U KTO NIEPBBINA B PEUTUHTIE;

2. He yka3wBaii B nu4HOW TouTe nwuHyl uHMopmarmio. Hampumep,
Jay4uie BeIOpaTh "My3blKanbHbIN _(aHat@" win Mpok2013" Bmecto "tema 13";

3.  Hcmonb3yit ABYyXATamHyIO0 aBTOPH3AIMIO. JTO KOTAa MIOMUMO Mapois
HY>KHO BBOJUTB KOJI, TpUChUIaEMBbIN 10 SMS;

4.  BpiOepu clOXHBIA Maposib. [ KaKI0ro MOYTOBOrO SIKKa JAOJHKEH
OBITh CBOM HAJECKHBIN, YCTOMYMBBIN K B3JIOMY M1apOJib;

5. Ecmu ecth BO3MOXXHOCTH HaIMCaTh CaMOMY CBOHM JIMYHBIM BOMpPOC,
HCIIOJIB3YH 3TY BO3MOXHOCTB;

6. Vcnonmb3ylh HECKOJTBKO MOYTOBBIX AIMMKOB. I[lepBbIil miisi yacTHOMU
NIEPENUCKU C aJpecaTaMy, KOTOPBIM Thl JOBEpSCIIb. JDTO 3JIEKTPOHHBIN aJpec HeE
HAJI0 UCTOJIb30BaTh MPU PETUCTPALlUU HAa (popyMax U calTax;

7. He otkpsiBail (haiiabl ¥ Apyrue BIOKEHUS B MUChbMaXx, JaKe €ClIM OHU
IOPUIIIIA OT TBOUX Apy3el. Jlydille yTOUHM y HHMX, OTIPaBJISUIM JIU OHU TeOe 3TH
Gbaiinbl;

8.  Ilocne okoHuaHusi pabOThI Ha MOYTOBOM CEpPBHCE MEPEH 3aKPhITUEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxaTh Ha "BeiidTh".

KubepOymiuHr unu BUpPTyaabHOE U3/€BATEIHCTBO



KubepOymnuar -  mpecinefoBaHUE  COOOIICHUSMH,  COJEPKAIIAMHU
OCKOpOJIeHu, arpeccuio, 3aIyruBaHuE; XYJUTaHCTBO; COLIMAJIbHOE
OOMKOTUPOBAHUE C TOMOUILIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcCHOBHBIE COBETHI 110 00pHOE ¢ KHOEPOYIITMHTOM:

1.  He Opocaiics B 60#t. JIyummmii crmoco6: mocoBeTOBAaTHCA KaK ce0sl BECTH
U, €CJIM HET TOr0, K KOMY MOXHO OOpaTUTHCS, TO BHAYAJIE YCIIOKOUTHCS. Eciu ThI
HAYHEIIb OTBEYaTh OCKOPOJCHUSIMHM Ha OCKOPOJIEHHUS, TO TOJBKO elie OoJiblie
pa30kKeIIb KOH(PIUKT;

2. VYmpaBinsi cBoel kubOeppernyTaimei;

3. AHOHMMHOCTbH B ceTd MHMMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4.  He crout BecTu XyJauraHckuii oOpa3 BUPTyaJIbHOM >ku3HU. IHTepHET
buKcUpyeT Bce TBOM JEUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaiiHe
3aTpyAHUTEIBHO;

5.  Co0mromail CBOIO BUPTYAIbHYIO YECTh CMOJIOJY;

6. UrHopupyil eaumHuuyHbli HeraTHB. OFHOpa30BBIE OCKOPOWTEIIBbHBIC
COOOIIEHUS Ty4Ille HITHOPUPOBaTh. OOBIYHO arpeccus MPEeKpaIacTcs Ha Ha4aIbHOM
CTa/INH,

7. ban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSIMU,
B COLMAJbHBIX CETAX €CTh BO3MOXKHOCTb OJIOKHPOBKH OTIPABKH COOOIIEHUN C
OIIpE/IETICHHBIX aJIPECOB;

8. Ecmu 1Bl cBuuerens kuOepOyiuHra. TBOWM JEUCTBUS: BBICTYIUTH
IPOTUB TIpeclie/loBaTeNsi, MOKa3aTh €My, YTO €ro JCHCTBHUS OIICHUBAIOTCS
HETaTUBHO, MOIJEPXKaTh XEPTBY, KOTOPOW HY)KHA ICHUXOJOTHYECKas MOMOIIIb,
COOOIIUTH B3POCIIBIM O (DAKTE arpeCCUBHOTO MOBEJICHHUS B CETH.

MoO6unbHbIN TenehoH

CoBpemenHble cMapTHOHBI U IIAHIIETHI COAEpKAT B ceOe BIOJIHE B3POCIbIN
GbyHKIMOHAT, W Temepb OHM MOTYT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMU
KoMmnbroTepamu. OHAKO, CPEACTB 3aLUTHI AJIsl MOJOOHBIX YCTPONCTB MOKA OYEHb
Majo. TecTupoBaHUE U MOUCK YSI3BUMOCTEH B HUX MMPOUCXOAUT HE TaK HHTCHCUBHO,
kak ju1s [1K, To »e camMoe kacaeTcss 1 MOOUJIBHBIX TIPHIIOKEHUM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MPAaKTHUYECKH JIOTHAIU
HACTOJBHBIE AHAJIOTH, OJIHAKO paclIupeHue (QyHKIHMOHAIa BJEYET 3a CcoOoM
OOJBIIIYIO CII0)KHOCTh M MEHBIITYIO 3aIIUIICHHOCTb.

Jlanmeko He BCe MPOU3BOIWTENM BBHIMYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE
KPUTHYECKHE YSI3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JJIs 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Hudero He siBnsieTcst mo-HacTosieMy OecriaTHbIM. bynb ocTOpoXkeH, Belb
Korja Tebe mpeaiaratoT 0eCIIaTHRIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCITYTH;



Hymaii, npexe yeM oTnpaButb SMS, ¢hoto unu Buaeo. Tol TOUHO 3HAEIID,
r7ie OHU OyIyT B KOHEYHOM UTOTE?

Heo0xoa1umMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOEIO cMapT(hoHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI [Tl MOOMJIBHBIX TeJIe()OHOB;

He 3arpyxaii npujio)keHUsi OT HEM3BECTHOIO MCTOYHHKA, BEIb OHU MOTYT
COJZIEP>KaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUCHHE;

[Tocne Toro kaxk Thl BBIMIEHIH C CaiiTa, IJI€ BBOJIWI JUYHYIO HH(POPMALIHUIO,
3aiiI B HACTPOMKHM Opay3epa u ynanu cookies;

Ilepnonnuecku npoBepsAl, Kakue IUIaTHBIE YCIYTM aKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBail cBOll HOMEp MOOMJIBHOTO Tejae(OHA TOJBKO JIOJSM, KOTOPBIX ThI
3HACIIb U KOMY J0BEpSCIIb;

Bluetooth moykeH OBITH BBIKIIOYEH, KOrJa Thl MM HE MoJsb3yelibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpst

CoBpeMEHHBIE OHJIAH-UIPBI - 3TO KPACOUYHBIE, 3aXBATHIBAIOIINE Pa3BICUEHS],
00BEIUHAIOIINE COTHU THICSY YEJIOBEK 10 BCEMY MUpPY. IrpOKH UCCIIEyIOT TaHHBIH
UM MHp, OOLLAIOTCS IPYT C APYTOM, BBIIIOJHSIOT 33/1aHUS, CPAXKAOTCs C MOHCTpaMHU
Y TIOJYYaroT OIBIT. 3a yIOBOJBCTBUE OHU IUIATAT: MOKYMAKOT JUCK, OIJIAYMBAIOT
aOOHEMEHT WM NPUOOPETAIOT KAaKUEe-TO OMLIMH.

Bce atu cpenctBa uiyT Ha OAAEPKAHUE U PA3BUTHE UT'PHL, a TAKKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPHU3alLlMH, BBITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3arIaTKy JJ1s1 TPOTPaMM ), 3aKPhIBAIOTCS YS3BUMOCTH CEPBEPOB.

B nomoOHBIX Wrpax CTOUT OMacaTbCsid HE CTOJIBKO CBOMX COIEPHUKOB,
CKOJIBKO Kpa)Xd TBOEro MapoJid, Ha KOTOPOM OCHOBAaHAa CHCTEMa aBTOPHU3ALMH
OOJBIITMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE€30MaCHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecnm papyro#t urpok BemeT ceOsi IJIOXO WM co3daeT Tebe

HENPUATHOCTH, 3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Tloxanylics aAMHHHCTpaTOpaM HWIPbl Ha ITUIOXOE TOBEICHHE

ATOr0 UTPOKa, KENAaTeIbHO MPHJIOKUTh KaKUEe-TO JT0Ka3aTeNbCTBA B BHJIE

CKpPUHOB;

3. He yka3biBaii nuunyto nHdopmanuio B npodaiisie Urpsi;

4.  YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5.  He ycranaBnuBaii Heo(uIMaIbHBIE TATYH U MOJIBI;

6. Hcnonb3yil CIOXKHBIE U pa3Hble TAPOJIH;

7. Jlaxxe BO Bpemsi UTPBI HE CTOUT OTKJItOUaTh aHTUBHUpYC. [Toka ThI

Urpaellb, TBOM KOMIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WM Kpaka JTMYHBIX JaHHBIX



OObIYHOM Kpaskel JIeHeT U JTOKYMEHTOB CETOAHS y>K€ HUKOTO HE YIUBUIIIb,
HO C pa3BUTHEM WHTEPHET-TEXHOJIOTMH 3JI0YMBILUIEHHUKH IE€PEMECTHIIUCH B
HHTEPHET, U MPOJA0KAIOT 3aHUMAThCA "MIOOUMBIM" JETIOM.

['ak mosiBWIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILMUHT,
IJIaBHAs 1L€Jb KOTOPOTO COCTOMT B NOJYyYEHUH KOH(QUACHUMAIBHBIX JaHHBIX
II0JIb30BaTeNE - JIOTMHOB U napoJsiell. Ha anrnuiickoM si3pike phishing untaercs kak
¢ummnr (ot fishing - peiOHas noBms, password - mapoias). OCHOBHBIE COBETHI IO
0opnbe ¢ PUIIMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciiu ThI moi03peBaeliib, 4TO TBOSI aHKETa
ObLJ1a B3JIOMaHa, TO HEOOXO0IUMO 3a0JIOKUPOBATh €€ U COOOIINUTh aAMUHUCTPATOPAM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2.  Hcnonp3yii Oe3omacHble BeO-CaliThl, B TOM YHCIIe, WHTEPHET-
Mara3uHOB U ITOMCKOBBIX CUCTEM;
3. Hcnonb3yii cioxHble U pa3Hbie mapoiau. Takum oOpa3om, eciiu TeOs

B3JIOMAlOT, TO 3JIOYMBILUICHHUKH IIOJy4aT AOCTYH TOJBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Ecmu 1ebs B3IOManiM, TO HEOOXOOUMO NPEAYyNPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE 100aBIEHBI y T€OA B IPY3bsIX, O TOM, YTO T€Os B3JIOMAJH U,
BO3MOYHO, OT TBOEI0 HMEHH OYJET pacchlIaThCs CllaM U CChUIKU Ha (PUILMHIOBBIE
CalThI;

5. VYcranoBu HagexHbIN apodib (PIN) Ha MOOMIBHBIN TenedoH;

6. OTkiIr04M coXpaHeHue naposis B Opaysepe;

7. He oTkpeiBaii (paiisasl v 1pyrue BIoKeHHs B MUChMaXx, Jjake eclIi OHU NPHUIIIIN OT
TBOUX Jipy3ei. Jlydilie yTouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Haiisibl.

Hudposas penyrauus

HudpoBas penyranus - 3T0 HEraTMBHAs WM MO3UTHBHAs MH(OpManus B
cetu o tebe. Kommpomerupyromas uHopmanus, pa3MmelleHHass B HWHTEPHETE,
MOXKET CEepPhE3HBIM 00pa3oM OTpa3UThCs Ha TBOEH peanbHOU xu3HU. "lludpoas
penyTtanus" - 9T0 TBOW UMUK, KOTOPBIH GopMupyercs u3 uHpopMaiuu o Tede B
WUHTEPHETE.

TBoe mecTo JKUTEIIbCTBA, y4eOsl, TBO€ (PUHAHCOBOE
MOJIO’)KEHUE, OCOOCHHOCTH XapakTepa M paccka3bl O OJU3KMX - BCE 3TO
HAKaIUINBAETCS B CETH.

MHorue mnoApOCTKU JIETKOMBICIEHHO OTHOCATCA K MyOJUKAIMK JTUYHOU
uHpopmaiuu B MHTEepHeTe, HE OHUMAas BO3MOXKHBIX MOCHEACTBUM. Thl Aaxke He
CMOXeEITb JOTaaaThCcsi 0 TOM, UuTO (hoTorpadusi, pasMerieHHas S5 JeT Ha3al, cTaja
MPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KommenTapuu, pazmenienne TBoux (pororpaduii u npyrue A1eMCcTBUS MOTYT
HE UCYE3HYTh JIaXe MOCIIE TOr0, KaK Thl UX YJAIUIIb. Thl HE 3HACIIb, KTO COXPAaHUII
3Ty UH(GOpPMAaIHIO, TIOTaja JIM OHA B TOMCKOBBIE CUCTEMBI M COXPAHUIIACh JIM OHA, a



TJIaBHOE: YTO MOAYMAlOT O TeOe OKPYXAloIIUe JIIOU, KOTOPhle HAWAYT U YBUIAST
sT0. Haiftu uHpopManno MHOTO JIET CIOYCTS CMOKET JII00OH - Kak U3 JA0OpBIX
noOyXAeHUH, TaK U ¢ HAMEPEHUEM IPUUUHUTD BpeJl. ITO MOXKET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI 0 3alIUTE HUPPOBOH peryTaIllUu:

1.  Tlomymaii, mpexnae 4yeM YTO-TO MyOJMKOBAaTh U MepefaBaTh y ceOs B
0J10Te MIJIH B COITMAILHOM CETH;

2. B nactpoiikax npoduisi ycTaHOBU OTpaHUYEHHUS Ha TIPOCMOTP TBOETO
poIIs U €ro COACPIKUMOTO, CACIIal €ro TOJIBKO "/ist py3eit';

3.  He pa3memniaili u He yka3biBail MHGOpPMAIIHMIO, KOTOpPask MOXKET KOTo-
00 OCKOPOJISATh WIIK OOUKATh.

ABTOpCKOE MpaBo

CoBpeMeHHbIE IIKOJIBHUKA - AaKTUBHBIE TIOJb30BaTed  IUGPOBOTO
npoctpaHcTBa. OJHAKO JajleKo HE BCE 3HAIOT, YTO IIOJb30BaHUE MHOTUMH
BO3MOXHOCTSIMM  LU(poBOro  Mupa TpeOdyer  CcOONIOAEHUS MpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "WHTEIUIEKTyaldbHass COOCTBEHHOCTh" OTHOCUTCS K Pa3IUYHBIM
TBOPEHUSIM YEJIOBEYECKOI'O yMa, HAyMHAasi C HOBBIX H300pPETEHHI W 3HAKOB,
0003HavyarIUX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, U 3aKaHUMBasi KHUTAMH,
dboTorpadpusiMu, KHHOQUIEMaMH U MY3bIKJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha MHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTh Ha
MIPOU3BEACHUSI HAYKH, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHUE IpaBa BHICTYNAIOT B
KaueCTBE TapaHTHH TOTO, YTO WHIEJUICKTYaJIbHBIN/TBOPUECKU TPYyH aBTOpa HE
OyZneT HampacHbIM, JacT €My CIIpaBeUIMBbIE BO3MOXKHOCTH 3apadoTaTth Ha
pe3yibTaTax CBOETO TpyAd, MOJYYUTh W3BECTHOCTh M Npu3HaHue. Huxrto 0Oe3
paspelieHuss aBTopa HE  MOXET  BOCIHPOU3BOAUTH €ro  IMPOU3BEICHUE,
pacnpocTpaHsaTh, NYyOJUYHO JIEMOHCTPUPOBATH, IMPOJaBaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO HCIONHATH, MOKA3bIBATH/UCHOIHATh B 3pUpE WIH
pa3memats B MHTEpHETE.

Ucnonb3oBanue '"muparckoro" MOPOrpaMMHOrO  OOECTIEUEHHS MOXKET
NPUBECTM K MHOTMM pHUCKaM: OT IMOTE€PU JAHHBIX K TBOUM akKKayHTaM [0
OJIOKUPOBKHM TBOETO YCTpPOMCTBA, I/I€ yCTaHOBJIEHA HeserajibHas nporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JETallbHbIE U OECIUIATHBIC MPOTPaAMMBI,
KOTOpBIE MOKHO HAUTHU B CETH.

O noprane

CeteBu4OK.p@ - TBOI TJIaBHBIA COBETUMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH
0 0€30IaCHOCTH B CETH MOHSTHBIM U JOCTYIHBIM SI3bIKOM, a PU BOSHUKHOBEHUU
KPUTUYECKOM CHUTyallud OOpaTUThCS 32 COBETOM. A TakXe MPHUHATH y4acTHE B
KOHKYpCaXx U CTaTh CaMbIM IIU(POBBIM IpakIaHUHOM !
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