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NHOOPMALIMOHHASA TAMATKA
JJIA OBYUYAIOIIUXCA JJIAA PASMEIHIEHUSA
HA OOPUIHUNAJIBHBIX UHTEPHET-PECYPCAX

C kaxaplM TOJAOM MOJIOJACKU B HUHTEPHETE CTAHOBUTHCS OOJbIIEe, a
IIKOJbHUKH OJIHM W3 CaMbIX AaKTUBHBIX IMOJib3oBareneil PyHera. Mexny Tewm,
MIOMUMO OTPOMHOT0 KOJIMYE€CTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIeMBbL. JTa
naMsTKa JOJDKHA IIOMOYb TeOe O€3011acHO HaXOAUTHCS B CETH.

KomrnbrorepHbie BUPYChI

KommbproTepHblii BUPYC - 3TO Pa3HOBUIHOCTH KOMIBIOTEPHBIX MPOTPaMM,
OTJIMYUTEIILHOW OCOOCHHOCTBIO KOTOPOH SIBJIAETCS CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B nonosiHeHue K 3TOMY, BUPYChl MOTYT MOBPEJIUTh WJIM MOJHOCTHIO YHUYTOXHUTh
Bce (pailyibl U JaHHBIE, MOJKOHTPOJIBHBIE TOJIB30BATEINI0, OT UMEHU KOTOPOTro Oblia
3amylleHa 3apa)K€HHas IporpamMma, a TaKKe MOBPEIUTh WIH AK€ YHUUYTOXKHUTH
OTIEpallMOHHYI0 CUCTEMY CO BceMU (aitiamu B 11esioM. B OONbIIMHCTBE Clydyaes
pPacIpOCTPAHSIOTCS] BUPYCHI YEPE3 UHTEPHET.

Mertozpl 3a1UThI OT BPEAOHOCHBIX IPOrPaMM:

1. Mcnionb3yil COBpEMEHHBIE ONIEPALTMOHHBIE CUCTEMBI, HMEIOIINE CEPbE3HBIN
YPOBEHbB 3aIIUTHI OT BPEAOHOCHBIX IIPOrPaMM;

2. TloctossHHO ycTaHaBiauBaiW madTH (MUGPOBBIE 3aIlJIaTKH, KOTOPbIE
ABTOMATHUYECKH YCTAHABIMBAIOTCA C ILENbI0 JOPAaOOTKH TPOTpaMMbl) U APyrHe
OOHOBJICHHUS CBOCH OmNepariMoHHON cucTeMbl. CKaurBai MX TOIBKO C OPHUITHATHHOTO
caiita pazpadoruuka OC. Ecnu cymecTByeT peskuM aBTOMaTHYECKOTO OOHOBJICHHUS,
BKJIFOUH €T0;

3. Paboraii Ha cBoeM KOMIIBIOTEpE TOJ IMpaBaMH TOJb30BaTENs, a HE
aIMUHUCTpATOpa. ITO HE TMO3BOJIUT OOJIBITMHCTBY BPEJOHOCHBIX MPOTrPaMM
MHCTAJUIMPOBATHCS. HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3yl aHTUBHUPYCHbIE NPOTrpaMMHbIE MPOAYKThI H3BECTHBIX
MIPOU3BOIUTENEH, C aBTOMAaTHUYECKUM OOHOBJICHUEM 0a3;

5. Orpaanyb GU3UYECKUH TOCTYN K KOMIBIOTEPY JJIS TIOCTOPOHHUX JIHIT;

6. Ucnonp3yil BHENMIHWE HOCUTENW WH(MOpPMAIIUU, TaKue Kak (Jemika, JUCK
niM (aiin U3 MHTEPHETA, TOIBKO U3 MPOBEPEHHBIX NCTOYHHUKOB,;

7. He oTkpbiBail KOMMBIOTEpHBIC (HaWIIbl, TOMYYCHHBIE W3 HEHAJICKHBIX
UCTOYHUKOB. Jlaxe Te (pailybl, KOTOpbIE MpUcial TBOW 3HAKOMbIN. Jlyunie yTouHu
y HEro, OTIPaBJIsyI JIU OH TeOe HX.

Cetu WI-FI



Wi-Fi - 3T0 He BUJ niepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OPeHI,
Mapka. Eme B 1991 roay HuumepnaHickash KOMIIaHHS 3aperucTpUpoBalia OpeHT
"WECA", uto o6o3Hauano ciaoBocouetanue "Wireless Fidelity", koropslii
NepeBOIUTCA Kak "OecnpoBOAHAS TOYHOCTh .

Jlo Hairero BpeMeHH Jo1uIa pyras abOpeBuarypa, KoTopas ABJISIETCS TaKON
xKe TexHoiorueu. Jto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHHMe OBLUIO J1aHO C
HaAMEKOM Ha CTaHAapT BhICIIeH 3ByKoBoM TexHukHu Hi-Fi, 4To B mepeBoje o3HavaeT
"BBICOKas TOUHOCTB".

Jla, 6ecriaTHBIM MHTEPHET-AOCTYI B Kade, OTeNISIX U adporopTax SBISICTCS
OTJINYHON BO3MO>KHOCTBIO BBIXO/]a B UHTEpHET. HO MHOTHE SKCTIEPTHI CUYUTAIOT, YTO
obmenoctynasie Wi-Fi ceTu He sBsitoTCst 6€301aCHBIMU.

CoBeThl 110 6€30MacHOCTH Pa0OTHI B 001Ie10CTYHBIX ceTsix Wi-fi:

1. He mepenaBaii cBOto JHMUHYIO HHGOpMaLKio yepe3 obmeaoctynabie Wi-Fi
cetu. PaboTtas B HUX, JKellaTeIbHO HE BBOAUTH MAapOJIU JOCTYIIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Vicnionb3yit u 0OOHOBJISIH aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem
CaMbIM ThI 00€30TacHIITb ce0s OT 3aKaYKU BUPYCa Ha TBOE YCTPONCTBO;

3. IIpu ucnonwszosanuu Wi-Fi otkimroun Gynkiuio "O0mui qoctyn K daiinam
u npuntepam". JlanHas GyHKIOMS 3aKpbiTa MO YMOJIYAHHWIO, OJTHAKO HEKOTOPHIC
M0JIb30BaTENM aKTUBUPYIOT €€ JUIsl y100CTBa UCTIOIb30BaHUS B paboTe Uiu yueoe;

4. He wucnonb3yit nyonuunsiii WI-FI nns mepenaum JUYHBIX JTaHHBIX,
HaIpUMep JUTs BBIXOJ1a B COIMAIBHBIC CETH WJIU B DJIEKTPOHHYIO TIOUTY;

5. Ucnonp3y#t ToJIbKO 3aiuineHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoau umeHHO "https://";

6. B moOuiapHOM Tenedone otkmoun (ynkuuio "lloakmouenne k Wi-Fi
aBromatudecku". He momyckait aBTOMaTU4YECKOTO TMOIKIIOYEHUSI YCTPOMCTBA K
cetsim Wi-Fi Ge3 TBoero cornacus.

CorimanbHbIe CETU

CornuanbpHble CETH aKTUBHO BXOJST B HAIly KU3Hb, MHOTHE JIIOJU pabOTaIOT
¥ KUBYT TaM MOCTOSHHO, a B Facebook y»xe 3apeructpupoBan MIJIITHAP]T YETOBEK,
YTO SABJISIETCS OJHOM CEIbMOM BCEX KUTEJEH IUIaHeThl. MHOTrMe moJb30BaTEIIN HE
MOHUMAIOT, YTO MH(OpPMAIKs, pa3MEIICHHAs] UMU B COLMAIBHBIX CETAX, MOXKET
ObITh HalJleHA W WMCIOJb30BaHA KEM YTOJHO, B TOM YHCJIE HE 0053aTeIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COIIUATBHBIX CETSX:

1. Orpanuydb circok apy3eit. Y 1e0s B Ipy3bsiX HE TOJDKHO OBITH CITyYalHBIX
U1 HE3HAKOMBIX JIFOICH;

2. 3amumiaii cBOIO YACTHYIO >KM3Hb. He ykaswiBail maponm, TenedoHsI,
aapeca, JaTy TBOEro0 PpOXKACHUS M JPYryl0 JIMYHYIO  UH(OpMalHIo.
31O0YMBITIUICHHUKH MOTYT HCITOJIB30BaTh Jake MHGOPMAIIHIO O TOM, KaK Thl M TBOU
POAUTEINHN IUIAHUPYETE MPOBECTU KAHUKYJIbL;

3. 3amuIai CBOIO peIyTaIuio - IEPXKU €€ B YUCTOTE U 3a7aBaii cebe BOIpoc:
X0Tell OBl Thl, YTOOBI APYrHU€ TOJb30BATENW BHUJEIU, 4YTO Thl 3arpykaeuib?
[Togymaii, mpex/ie 4eM 4TO-TO OMYyOJIMKOBATh, HATUCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHUIIIB C JIFOAbMHU, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3YH CBOE
peansbHOEe UMSI U APYTYIO JUYHYI0 UH(GOPMALUK: UMS, MECTO JKUTEIbCTBA, MECTO
yueObl U Mpouee;



5. N3berait pazmemenus ororpaduit B MaTEpHETE, T/IE THI M300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO ONPEACIUTH TBOE MECTOIMOIO0KEHHUE;

6. Ilpu peructpauuu B COLMAJIBHON CETH HEOOXOJUMO MCIOJb30BATh
CJIOKHBIE AP0, COCTOSIIUE U3 OYKB U HUPP U C KOJIUYECTBOM 3HAKOB HE MEHEE
8;

/. [ns couuanbHOW CETH, NOYTBI W JPYIMX CalTOB HEO0OXOAMMO
MCII0JIb30BaTh pa3Hble maposuu. Toraa eciau Teds B3JIOMAIOT, TO 3JI0YMbBIIUICHHUKN
MOJIy4aT JOCTYII TOJIbKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

DIIEKTPOHHBIE JEHbIU

DNEeKTpOHHbIE JEHBIM - 3TO OYEHb YAOOHBIM crmoco0d miaTexei, OJHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPHIE XOTSAT MOJIYUYUTh 3T JICHBTU.

DNEeKTPOHHBIE JICHBI'U MOSIBUIIMCH COBCEM HEJIABHO U UMEHHO M3-3a ATOTO BO
MHOTHX IOCYJIapCTBaXx JI0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun e onr QyHKITMOHUPYIOT U O HUX YXKe MPOIMKUCAHO B 3aKOHE, TJI€ UX
pa3eNsaoT Ha HECKOJIbKO BUJIOB - aHOHUMHBIC U HE aHOHUMHbIE. Pa3zHuiia B ToM,
YTO aHOHHMMHBIE - ATO T€, B KOTOPBIX pa3pelracTcsi MPOBOAMUTH Omeparuu 0e3
UJCHTU(DUKAIIUY TIOJTh30BATEIIsI, @ B HCAHOHUMHBIX HICHTU(UKAIINS TTOTH30BaATEIIsI
SIBJISIETCSL 00s13aTEIIHLHOM.

Taxke crmeayeT pa3nauyaTh OdJIEKTPOHHBIE (UATHBIC JIGHBIU (paBHBI
rOCYJapCTBCHHBIM BajlOTaM) W DJEKTPOHHbIE He(UaTHbIE JEHBIU (HE pPaBHBI
rOCYJJTapPCTBEHHBIM BATIOTaM ).

OcHOBHBIE COBETHI 110 0€30MacHON pabOTe C INEKTPOHHBIMU JICHbIAMU:

1. IlpuBsxu K cueTy MOOMIIBHBIN TeedoH. ITO caMblil YIOOHBIN U OBICTPBIT
Croco0 BOCCTaHOBHUTH AOCTYyN K cuery. IlpuBsizaHHbll TenedoH MOMOXKET, eClu
3a0y/enib CBOM IJIATEXKHBIA Maposib WM 3aiiielllb Ha CalT C HEe3HaKOMOro
YCTPOMCTBA;

2. Vcnonws3yit omHopaszoBble maponu. Ilocie mepexoia Ha YCUJIECHHYIO
aBTopu3aiuio Tebe yxxke He OyAeT yrpoKaTh OMAacCHOCTh Kpa)Ku WIIM TepexBaTa
TUTATEKHOTO TapOJIs;

3. BeiOepu cnoxsblii mapoib. IlpecTtymHukam OyneT HE MPOCTO yrajaTh
CJIOXHBIN TIapoib. HanexxHble mapoiu - 3T0 Mapoii, KOTOpbIe COJAepKaT He MEHee
8 3HAaKOB M BKIIFOYAIOT B ¢€0sI CTPOUYHBIC U IIPOMKUCHBIE OYKBBI, UGPHI K HECKOIBKO
CUMBOJIOB, TaKHME€ KaK 3HAK JoJulapa, (yHTa, BOCKIMIATEIBHBIM 3HAK W T.II.
Hampuwmep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CaiTaX, KOTOPHIM HE JOBEPSIEUIb.

DJIeKTpOHHAsI TTo4Ta

DNEKTPOHHAS MOYTa - 3TO TEXHOJOTUS U MPEOCTABISIEMbBIE €10 YCIYTH IO
MEPECHITKE U TOTYUYEHHUIO AJICKTPOHHBIX COOOIEHUH, KOTOPBIC PACTIPEEISIOTCS B
KOMIBIOTepHOH ceTh. OOBIYHO JJICKTPOHHBIM TIOYTOBBIA SIIWK BBITJISIAT
CJIEIYIONINM 00pa3oM: UMs_TIOJB30BaTENs (UM _JToMeHa. Takke KpoMe mepeaadn
MPOCTOr0 TEKCTA, UMEETCSI BO3MOXXHOCTh MIepeAaBath (pailiibl.

OCHOBHBIE COBETHI 110 O€30MacHOM padOTe C ANEKTPOHHOU MOYTOM:

1. Hapgo BbIOpaTh mOpaBUIbHBIA MOYTOBBIA cepBUC. B uHTEpHETE ecThb
OTPOMHBII BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIE JOBEPSITH TEM,
KO0 3HAa€llb U KTO MEPBBI B PEUTHUHTE;

2. He yka3wiBaii B TMUHO# mouTe IMYHYyI0 nHPopManuo. Hampumep, ydie
BbIOpaTh "My3bIKalbHbIA (haHaT@" niam "pok2013" BmecTo "Temal3";



3. HMcnonp3yil IBYX3TAaNHYIHO aBTOPHU3aLMI0. DTO KOIJa MNOMHMO HapoJs
HY>KHO BBOJUTH KOJI, TPUCBUIAEMBIN 10 SMSS;

4. BeiOepu clI0kKHBIN aposib. J[J1s KaXa0ro MOYTOBOIO SITUKA T0KEH OBITh
CBOU HAJEXHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecium ecth BO3MOXKHOCTH HamucaTh CaMOMY CBOM JIMYHBIA BOIPOC,
HCTIOJIB3YH 3TY BO3MOXKHOCTB;

6. Hcnons3ylh HECKOJBKO TOYTOBBIX SIIUKOB. [lepBbIfi misi 4YacTHOM
MEPEeNUCKU C aJipecaTaMu, KOTOPbIM Thl JOBEpsEUIb. JTO AJNEKTPOHHBIN agpec He
HaJI0 UCIIOJIH30BaTh MPU PETUCTPAIlMU HAa PopyMax U calTax;

/. He oTkpbiBaii (ailibl U Jpyrue BIOKEHUS B MHUCbMaX, JaXKe €CIU OHHU
MPUIIUIK OT TBOUX Jpy3eu. Jlyulie yToyHu y HUX, OTIPABISUIM JU OHU TeOE ITH
(aiinbr;

8. Ilocne okoHuaHus pabOThl HAa MOYTOBOM CEpPBUCE NEPEN 3aKPbITUEM
BKJIAJIKU C CAUTOM He 3a0y/]lb HaXKaTh Ha "BeritTu".

KubepOyuuHr uim BUPTyalIbHOE U3/1€BATEIILCTBO

KubepOymmmar -  mpeciieioBaHUE  COOOIICHUSIMH,  COJEPIKAIUMHU
OCKOpOJIeHMS, arpeccHio, 3aIlyTMBAHUE; XYJUTAaHCTBO; COLIMAIbHOE
OOMKOTUPOBAHUE C TIOMOIIBIO PA3IMUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 OOpHOE ¢ KMOEPOYILTUHTOM:

1. He Opocaiics B 60ii. JIyumuii cmoco0: mocoBeTOBaThCS Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMY MOXXHO OOpaTUThCS, TO BHAYaJIe YCIOKOUTHCS. Eciu ThI
HaYHEeIlb OTBEYaTh OCKOPOJICHUSIMH Ha OCKOpOJICHMs, TO TOJIbKO €Ile OOJbIIe
pa3oAOKeIb KOH(IIHUKT;

2. YTipaBisiii cBoeH KubeppernyTaiuei;

3. AHOHUMHOCTh B ceTd MHHUMas. CylIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOWT 332 aHOHUMHBIM aKKayHTOM;

4. He crour BecTH XyJWUTaHCKUH 00pa3 BUPTyalnbHOHM >Xu3HH. MHTEpHET
dbuKcupyer Bce TBOM JACHCTBHUS M COXpaHSIET HMX. YJaIUTh MX OyJIeT KpaiitHe
3aTPyAHUTENBHO;

5. Cobiro1ait CBOIO BUPTYaTbHYIO Y€CTh CMOJIONY;

6. UrHopupyii enuuHuuHbli HeratuB. OIHOPA30BBIE OCKOPOHUTEIbHbBIC
COOOIICHHUS TyUllie UTHOPpUPOBaTh. OOBIYHO arpeccusi MpeKpaniaeTcss Ha HadaJIbHOU
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHUSMU, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHPOBKH OTIPABKA COOOIIEHHHA C
OMpEJIETICHHBIX aIPECOB;

8. Ecnu 11 cBUneTens kubepOyninuHra. TBou AeHCTBUS: BBICTYIUThH MPOTHB
npecieaoBaTeNsi, MoKa3aTh €My, YTO €ro JEWCTBUS OIEHMBAIOTCS HEraTUBHO,
MOAJICPKATh KEPTBY, KOTOPOH HY)KHA ICHXOJIOTMYECKAs] IMOMOIb, COOOUIUTH
B3pOCIBIM O (JaKTe arpeCCUBHOTO MOBEJICHUS B CETH.

MoobwunbHbI TenedoH

CoBpemenHbIe cMapT(OHBI U TIAHIIETHI COAEPKAT B c€0€ BITOJIHE B3POCIIBII
(GyHKIMOHANI, W TEnepb OHM MOTYT KOHKYPUPOBaTh CO CTAallMOHAPHBIMU
KoMmbioTepamu. OJTHaKO, CPEJCTB 3aIIUTHI ISl TOJJOOHBIX YCTPONCTB MOKA OYEHb
Mano. TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX TPOUCXOJUT HE TaK MHTEHCUBHO,
kak nis 11K, To ke camoe kacaeTcsi U MOOMJIbHBIX MPUJIOKECHHUH.



CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAJIU
HACTOJBHBIE aHAJIOTH, OJHAKO pacliupeHre ¢GyHKIMOHAIA BJIEYET 3a COo0oH
OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAMTENN BBINTYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMUCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOUILHOTO TeedoHa:

Huuero He sBnsgercs no-HacrosimiemMy OecraTHbIM. bylb oCTOpoXXKeH, Beb
Korja Tede npeasaratoT OecrjiaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKue-
TO IJIATHBIE YCIYTH;

Hymaii, npexae uem otnpaButb SMS, ¢oro unu Bugeo. Tl TOUHO 3HAEIIb,
r7ie OHU OYJyT B KOHEUHOM UTOTrEe?

Heo0xon1mMo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOEro cMapT(hoHa;

Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI JJ1sI MOOMJIBHBIX TeJle(pOHOB;

He 3arpyxail npuioxeHusi OT HEM3BECTHOTO MCTOYHMKA, BEIb OHM MOTYT
coJiepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIeYeHHE;

[Tocnie Toro kKak Thl BBIHACIIB C CaidTa, I/I€ BBOJAWI JIUYHYIO HHGOPMAIIHIO,
3aiiIM B HACTPOMKHU Opay3epa u yaanu cookies;

[lepronuuecku MpoBepsii, Kakue MIaTHbIe YCIYTHM aKTUBUPOBAHBI HA TBOEM
HOMeEpe;

JlaBaii cBoif HOMEep MOOUIBHOTO TeledoHa TOJIBKO JIIOJISIM, KOTOPHIX ThI
3HACIIb U KOMY JIOBEpSIEIIb;

Bluetooth momken ObITH BBIKIIOYEH, KOTJIa Thl UM HE TMOJb3yemibcs. He
3a0bIBail MHOTIA TPOBEPATH ITO.

Online urpsr

CoBpeMeHHBIE  OHJAWH-UTPBI - O3TO  KPAacOYHbIE, 3aXBaThIBAIOIIUE
pa3BiieyeHus, OOBEAUHSIONIME COTHU THICSY YEJIOBEK MO Bcemy mupy. Urpoku
UCCIIENYIOT JAaHHBI UM MHp, OOIIAIOTCS JIPYr C IPYroM, BBIMOJIHSIOT 3aJaHus,
CpakaloTCd C MOHCTPaMHM U TOJYYalOT OMNBIT. 3a YAOBOJIbCTBUE OHHU ILIATAT:
MOKYTAIOT AUCK, OTIAYMBAIOT a00OHEMEHT HJIM MIPUOOPETAIOT KAKUE-TO OIIIUH.

Bce 311 cpenctBa uayT Ha MOAAEPKAHUE U PA3BUTUE UTPBL, & TAK)KE HA CaMy
0€30MacHOCTb: COBEPIICHCTBYIOTCS CUCTEMbI aBTOPU3AIINU, BBIITYCKAIOTCS HOBBIC
natau (u@POBBIC 3aTUIATKY JJIS POTPaMM ), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B no00HBIX Urpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO
Kpa)ki TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CUCTEMA aBTOPU3ALMH OOJIBIINHCTBA
Urp.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH TBOETO UIPOBOTO aKKAyHTA!

1. Ecnu npyroit urpok Benet ceds MiIoxXo WK CO3JaeT Te0e HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. TToxanyiicst aIMUHICTpATOPaM UIPhI Ha MJI0XO0€ MOBEICHNE 3TOTO UTPOKa,
KEJIATEeIbHO MPUJIOKUTh KaKWe-TO JI0Ka3aTENbCTBA B BUJE CKPUHOB;

3. He yka3piBaii muunyto uHbopmanuio B mpodaiine urpsi;

4. YBaxall Apyrux y4aCTHUKOB IO UTPE;

5. He ycTanaBnuBait HeopuIaaIbHbIC MATYM U MOJIBI,

6. Micnionb3yii CJI0KHBIE ¥ pa3HbIE MapOJIH;

7. Jlaxe BO BpeMsi UTPbI HE CTOUT OTKJII0YaTh aHTUBUpYC. [loka ThI urpaeiip,
TBOM KOMITBIOTEP MOTYT 3apa3HTh.

OUIIMHT WA KPaXKa JTMYHBIX TaHHBIX



OOBIYHOM KpaXkeH JIEeHEeT U TOKYMEHTOB CETOJHS YK€ HUKOI'O HE YJWBHIIIb,
HO C pPa3BUTUEM HWHTEPHET-TEXHOJOTUH 3JOYMBIILJIEHHUKH IEPEMECTUIIUCh B
MHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA "MIOOUMBIM" JIEIOM.

Tak mosiBHJIach HOBasi Yrpo3a: WHTEPHET-MOUICHHUYECTBA WJIM (DUIIMHT,
[JIaBHAs 1I€Jb KOTOPOTO COCTOMT B MOJYYEHUU KOH(MUICHIMAIBHBIX JTaHHBIX
M0JIb30BaTEIICH - IOTHHOB U MmapoJeii. Ha anrmuiickom s3bike phishing uyuraercs kak
¢ummHr (ot fishing - peiOHas noBid, password - mapoJp).

OcHOBHBIE COBETHI 110 OOPBHOE € HUITUHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciu Thl monmo3peBaelib, YTO TBOS aHKETa
ObLJ1a B3JI0MaHa, TO HE0OOX0AUMO 3a0JI0KMPOBATH €€ U COOOUIUTH aIMUHUCTpATOpaM
pecypca 00 3TOM Kak MOXHO CKOpEE;

2. Ucnionb3yit 6e3onacHbie BeO-CalThl, B TOM YHUCIIE, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHUCTEM;

3. Ucnonb3yil crnoxHble W pa3Hble napoju. TakuMm oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH TMOJydYaT AOCTYN TOJBKO K OJHOMY TBOEMY
npo(UITIo B CETH, a HE KO BCEM;

4. Ecam TebOs B3IOMaiM, TO HEOOXOAMMO MPEayNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE J100aBieHbl y TeOsI B APY3bAX, O TOM, YTO T€OS B3JIIOMAJIH H,
BO3MO’KHO, OT TBOETO UMEHH OYIET pacchliaThCsl CllaM M CChUIKUA Ha (PUIITMHTOBbIC
CaWTBhI;

5. Ycranosu HanexHsbiin naposis (PIN) Ha MOOWITBHBII TenedoH;

6. OTkir0uM coXpaHeHHe Mmapois B Opay3epe;

7. He oTkpbiBaii (ailyibl U Jpyrue BIOKEHUS B MHUCbMaX, JaKe €CIU OHH
NOPUIILTH OT TBOMX Apy3el. Jlydille yTouHu y HUX, OTHPABISUIM JIM OHH TeOe ATH
(haiibl.

Hudposas pemyrarus

[Hudposas pemyTalius - 3T0 HEraTUBHAS WJIW MO3UTUBHAS HH(DOpPMAIUS B CETH
o tebe. Komnpomerupyromasi nadopmaius, pa3MenieHHas B UHTEPHETE, MOXKET
CEepPhE3HBIM 00pa3oM OTpPa3uThCI Ha TBOeW peanbHON >ku3HHM. "Lludpoas
pernyTaiusa" - 3T0 TBOM UMUK, KOTOPBIH opMupyercs u3 uHdpopmanuu o Tede B
UHTEPHETE.

TBoe MecTo JKHUTENbCTBA, YueObl, TBO€ (HDMHAHCOBOE IIOJOXKECHHUE,
0COOEHHOCTH XapaKTepa M paccKa3bl O OJIM3KUX - BCE 3TO HAKAIIJIUBACTCS B CETH.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCSTCS K MYyONWKAllUyd JTHYHON
nHpopMmanuu B MHTEepHETE, HE MOHUMAas BO3MOXKHBIX IMOCHEACTBUNA. ThI make HE
CMOJKEIIb J0TajaThCcsi 0 TOM, 4TO (oTorpadus, pa3MemeHHas 5 JIeT Ha3a, craja
MPUYUHON OTKa3a MPUHSATH TeOsl Ha padoTy.

KommenTtapuu, pasmenienne tBoux ¢otorpaduii u 1pyrue AEHUCTBUS MOTYT
HE UCUYE3HYTh JAXKE MOCIIE TOTO, KaK Thl UX yIaluIlb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty uH(pOpMaIHIo, Momnaia i OHa B MOMCKOBBIE CUCTEMBI U COXPAaHUIACh JIU OHA, a
TJIABHOE: YTO TIOJYMAIOT O Te0e OKPYKAIOIIHE JIFOAH, KOTOPhIE HAWUAYT U YBUIST
sT0. Haiitn mHpOpMANMIO MHOTO JIET CIyCTS CMOXET JIF000H - Kak W3 JOOPHIX
MOOYKJIEHHM, TaK M C HAMEPEHUEM MTPUUMHUTH Bpe. ITO MOKET OBITh KTO YTOJIHO.

OcHOBHbIE COBETHI MO 3aluTe HUGPOBOM pemyTalluu:

1. I[logymaii, mpexae 4em 4yTo-To MyOJIMKOBATh U IiepeaaBaTh y ceOst B Oiore
WJIN B COIMAJIbHOMN CETH;



2. B Hactpoiikax npoguisi yCTAaHOBH OrpaHMYEHHUs HA MPOCMOTP TBOETO
npoduIsl U €ro COJEPKUMOTro, cliesiail ero ToJbko "t Apy3eit"”;

3. He pa3memaii u He ykaspiBail HH(pOPMAILMIO, KOTOpas MOXET KOro-Jnbo
OCKOPOJIATH WIIK OOMXKATh.

ABTOpPCKOE ITPaBo

CoBpeMeHHbIE UIKOJIBHUKA - AaKTUBHBIE MOJb30BaTEIM  LHUPPOBOIrO
npoctpaHcTBa. OJHAKO JajleKko HE BCE 3HAIOT, 4YTO IMOJIb30BAHUE MHOTMMU
BO3MOXHOCTSIMU  Lu(ppoBoro mMupa TpedyeT coOMOIeHHS TpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTE/IEKTyaldbHass COOCTBEHHOCThH'" OTHOCHTCS K pa3IUYHBIM
TBOPEHMSIM UEJOBEUYECKOTO yMa, HAauWHAas C HOBBIX M300pETEHUN M 3HAKOB,
0003HayaroIMUX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTd, U 3aKaHYMBasi KHUTaAMHU,
doTorpadusiMu, KHHOPUIBMAMH U MYy3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - ATO MpaBa HAa HMHTEIJIEKTYaJbHYIO COOCTBEHHOCTb Ha
NPOU3BECHUS HAYKH, JIUTEPATyphl U UCKycCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJIbHBIA/TBOPUECKUN TpPyA aBTOpa He
OyIeT HampacHbIM, JacT €My CIpaBeJJIMBbIE BO3MOXHOCTH 3apaloTaTh Ha
pe3ysbTaTax CBOETO TPyJa, MOJYyYUTh U3BECTHOCTh W mpuzHaHue. Hukrto 6e3
paspemnieHus aBTopa HE  MOXET BOCHPOM3BOJIUTH €ro  MPOU3BEIECHUE,
pacupocTpaHsITh, NYOJUYHO JEMOHCTPUPOBATH, IMPOJIaBaTh, HMMIIOPTHUPOBATH,
NycKaTh B MPOKAT, MyOJWYHO HMCIOJHSATH, MOKA3bIBATH/UCIONHATH B ddupe uiu
pa3meniath B IHTEpHETE.

Hcnons3oBanne "mupaTtckoro" MPOrpaMMHOTO  OOECIICUCHHS  MOXKET
OPUBECTH K MHOTMM pHCKaM: OT NOTEpH [JAaHHBIX K TBOUM aKKayHTaMm JO
OJIOKUPOBKU TBOETO YCTPOMCTBA, I'7le YCTAHOBJIEHA HeJeraibHas nporpamma. He
CTOUT TaKXe 3a0bIBaTh, UTO CYIIECTBYIOT JIeTalbHbIE U OECIJIaTHBIE MPOTPAMMBI,
KOTOpPbIE MOYHO HAalTH B CETH.

O noprane CereBU4YOK.pd - TBOW TJIaBHBIA COBETUYHUK B CETH. 371€Ch ThI
MOJKEIIb y3HATh O 0€30MAaCHOCTH B CETH MOHSTHBIM M JIOCTYITHBIM SI3bIKOM, a TpU
BO3HUKHOBEHUH KPUTUUYECKOU CUTYallud OOPATUTHCS 32 COBETOM. A TaKXKe MPUHATH
ydacTre B KOHKYpPCax M CTaTh CaMbIM U(DPOBBIM rpakTaHUHOM !
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